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afunndemeUssnsdu

NnenudseiavszmeinownlaufmslauesdeUszimaing 4 vadlanlusiag
w.a. 2565 Joyalasuitminsaunauuiand nud nguUssmAduneiingAnssuanz e Indives
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Wasuulaslud dewalduasnisfufiedennainlusuuuuia liswnsoudlotgwildagaed
UszBndam isedvanaaguuuulvl lunistiisndrawizdvananamislaues fenudenlss
Audseidiutladug varefifnasddildsunansznudmouuin Sﬂﬁgaﬁwai’maajmaamam Yoyad
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AnrnsTuNMTIneIANuiuasasasslaueduvisnd umiisauresisiamuenssunisuins
dthamauznssumsivanusiuasasndoluiuesuiend (nua) guanisuims aus.
d1u drinransasuisnd ldufoaaisiaieaduieanaiunslaiues
ANBIUNRTTTY W.5.U. 19N T0AUNR W.A.2562 WU 1057 5 SuelRLI v, ﬂﬁﬁ’amulﬁlmﬁ’u
Aans91nses MaredurINTes MITINTemMNIsdeans uaznmssnwiauUasaderenadou
a7 fngsantumsainielulsemenagsnassna idnansenudeauiuniwessni s1Beuse
uensguuAsuazan AT uAIIYA uenmiennmsufuAnny w.su.asinwAuTuas
Uaanselowes w.a.2562 wazulevsuazinusgiunaindoanusiung Ussifiud 15
2.1.2 anmdgmiiiiuun waldulusuian uazkansznu

2.1.2.1 anunnsalfsanaunidleiussiidananssnuianuiiuaaard seanany
maleiuas Ao nsnsziile « lnefivaulneldnaufiames szuunauianad wielusunsulufia
Uszaediyamineadeanuidonienaszuunsuiiames viedeya aouiiaimes wiatayaduil
\eatas Fvanensdenadnindiiisvesnsitassueausns (Asymmetric warfare) mnke
Uftndannsaldufifinmidees lauflassadeiugiuvesadaudsldlaglidosdnamdymin
yanmsuuuRady esnnuftinsmsluuefiuititussaninmgs lumsdhdsoyadidyues
e wagdianinsnaianudemeldiduanhidunarmni iumsdeudedumedidnilad
ToPMAGIUNTUUAUNINEA N AMNTBUaiRFULUUNsTasanslawesTuiag 2565 dayalay
UEmInsauuALLIIA nugUuuunsiamalandgeda 4 d1du e 1) nslauilaonisilelén
Uszasdse (Malicious Code) Sowaz 54 2) nislaufiviednuanisliusns (Availability) Sewaz 18
3) N15LAUALALNITIIVTINYABBUTBITFUY (Information Gathering) Sogar 16 waz 4) Nslauilay
N15ABUUNINTFUU (Intrusion) Seeay 12

s o o

el onvdaussinnvesnawndeanauvnslguesnddalu 3 nau laun

o

v A

1) nguaweyInIneleiuas (Cybercriminal) fiyawnyslandn fe nauselovu
yanstiu Snvisdinisemaludnuasdrud dunsliuinslainslsvesludondss Crime-
as-a-Service - CaaS) vilio1vgnsiibifivinwgsuaeufinnes ansadfaniosiednsagui
UszAnSamgs 1w sfawafuluedona (Trojan) wazsauafisendla (Ransomware) iieuluedoya
udahlusalansndanyana vieesdnsiiduwliuazairmansuunuldunn Wy an1dunisitu
03An353R9 UInsfidduesniasy Tudsszreuimluinnifumdevesnisvasnaimassula
Faduseanauiildsuniuaulanndsay udeindensinnusuiduadidesainiiguassalunig
UatRRoudann wszdndudadlisumusuiionnmhernudiduldngruneseninaussing o1
msUTuUTEngusdninesiui nquenthieredoyaneuinmed ufneaifumes iulesniu
ulwivaenansamu wasiuledfdsesianguang Wud

2) ngutiniadsulwamnsleiuas (Hacktivist) fiyamngdlandn e msduirdeu
Uszhunmsdsnuvsonisiies taglddslaudvidleesnionisufiRnisgaisnisesula dwluedl
Whvnedumisnuniadsuazesdnsdu 4 Aanalnddaduizua wu mslaufiedsuulas
wiuduled (Web defacement) Mslangszuugiuteyavesesdnsviardminisy wdnhlumeuns
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waznslaudiiiotauananislviuinng (Distributed Denial of Service - DDoS) tlevi s iulusues
osdnsllanmnsatiliauls dajmarviaeamdnvalvessguaviengunausslovy Mduihensedn
fau msnewnueIngy Hacktivist Sefluuliuaeniufussduminguussrasaniunsaineninies
vsedsnaluusazyinian

3) nguudninesildTunsatiuayuainiy (State-Sponsored Hacker) Liunga
ffnsammanatdagawazidunisuleitluseuu n3e Advanced Persistent Threat (APT) dyalve)
dlavdn Ae N15313055UT0LAAIUAUNINTIVNS wionsngdunatlyarfiierdestunauselov
v039H TInfansufinisinens wazmslauinisluvesrelassaisiiugiuddey wievaurhans
navslenivearenset Tnslnefuwaltunndudwanevendu APT Wudussnwiaides sy
segluiuiuedudninassinngulssmamsiunaislusazuonginie

2.1.2.2 fegnarmanmsufiinisinansemanisieansvasssmasing 4

n1sugafedninan1enldsgaians waznisuradunanalulagdsenineni

ed

undnaiietmuniiansessuloulanival Wuyamgiilisguiase 4 Ssensedudnenimns
UfiRnsnnsesuaznissoruranges (mneia msnsesiila q iilelimsuisannusjimang f1ds
AT Amadeulm wagidvesyananioasdnstsnislulssimeanazsiasena fonad
woAmsalduseanamsionuiung nausslevivesuni saudsmssiiunisdeduyanaviessdng
Tafsamneazldludemuduresnd vionemnansnssy vewiats Aeduianssy nsnen1ssie
visensdulasuidussanausend) lussoefiinuan drearnuiuasuadszimadiig q by
ANEIAYVBINIIRAUITAAUEITIAIY “n15UnanTaInIensAeans” TneUssgndld
walulagasaumaiimii wu grudeyavunalvg) (Big Data) szuuiFeuidnlulia (Machine
Learning) hazUayey1Usza ey (Artificial Intelligence) TUWalu1szuvIUY 19050914 &
UszAndawgedu uazaianuldiuisumiiondnsemaguisduiy o drunisufoanisms
lewasludnunzidegn Weldldundsdoyainnsesvaadmaneg
waltufananagiieuldan wainssuveanduudninesildsunmsaiuayuainiy
%aagjLﬁawé’qmimiﬂiiwﬁagammé’umaiwmi warnsngdumedayaniidddonalsslawives
1A rasidlasfnslaeitesruuasanlnauarlasaadisfiuguansaumavosreufing dady
Fanmanuanuadoulmdnvasdina1iinn lussaiidugdaudadonnogluiiuiugadadmsna
FENINUMEIUNY WU Tade sy Ju iy Avaynsinivd giniangiuesnnany wazieide
WUBAN TIDUUALAUVBIENSTT warNUSHAS
2.1.2.3 wualdulusunan anunmsaiuazdoanaudunsiuasiclussdulan giann
wazdszmalveBoundasiuagnemng dauaduiudou suusanntusasiniudoulossswing
fulunndd nsaanisaianunisaifenserildenuindu Tnswualdudaiunisalfennaiunig
luuasiindy wiauduanufimdimanaluladuasdlddumesidarislulneuasialanis
Fruruumaa andudadeddgivinlinaluladlewes nanaidussanaiululendrmiany
quussdudounniu wasliuualduvenedamunislémalulagadelni ananiunisaidindnn
MNBNUAMUNTYINILaEUSEANT 1IN SRR BdiaunT o van UM saldeAn AN A Mnsuluy
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2.1.2.4 wansznuaNAgAnANNelYuashanalstleviuvisufvasine

1) HANTENURIUAMNTUAS-NITNIT 11 nUFURNTITNTIINlBUesTeq
nauudnnefildfunmsatiuayuainiy ddwlnajatiremienussduulsugsmunsina semea
nanluy freusmsuasdivyed n1sunasesdiugidnia saudelliuinisinsauuiAuwAigu
fanann wazansugaudn Taedzluuumslauffinutosnds wu magsvuuBiuaveadmdi
n1stasuulaminivleddmivdildauaievionigluesdns wasnisdsdmanasnaisiuy
O REICREL NRTRLY ORI LﬁaLLwiﬂizmaﬁaLm‘ﬁuiuaﬁmﬂa 919 ShadowPad uag PlugX eﬁaﬂimg
PnasifarudenlosfufiRinsmaluvesvedulunmeiuiivhlan Tnegndaudaseaauodls
unnsslunniAuegudeieafionauidssmansiaaey uenaini fsngimansnduetgngma
lnwesinngszuumhonuniaiglulne Wevluedeyalumnelinguudninesfiinudenlesiuiguna
finawnd saudanudsisdnslaniinislawued (indicator of Compromise - 10Cs) Aiflaadonloiu
UftRnsmslaweduesusemadu q wu Gdeaum inwdnile fade wagdnsu s

2) HANTENUAIULATEFAI-FIAN U1IINNGUDYYININISLBues diulngfldds
Taufivnslaiueiaae Ransomware doosdnsuualuaivluniaiguasionyu e dawensnomnse
assauztiieairsusanaduliiesdnsiinnifumde seudneRuuaniumsliamedeyaveslivins
03An3 Miemindaumsllyanidifysieninueysenveagsia fetramgnisaliafrsaudens
9619318159 1Y 1) AslanfdatuneIua tnedsiadeyalseinnisShuivesUae Joyadiu
yARaYadLimif uazsruuASeYisaeuRanedvetlaneIuia auliauisalwuinnsle
2) mslawdglduinisunanvesudevedudrssulay {liuinislnsauunay waedlvuinsssu
arssayulan lneuluedeyadiuunnaveeyldusnis saudeyagsnssuninistulidssyaviadel
nauudninesluliuledldfiu (Dark web) fanunsadnisldanialan deiuuilduazgninluuans
UstlomdrowBestnamsianzasioly uas 3) vusumsuasnalemsesulay nefinisunsifauas
dlusiurhuneundiadusaniuledivasuulasiu fedvssrmuandumbesiuuinnuazeinsde
nsavauinmukaztsauldngmanediued insednewnlignuliRniseglusiausene

3) NaNTENUAIUFIAN-TATING W121NN15IANANITLEUDTVRINGY Hacktivist
dndluggifun1svin Web defacement siaiuladvssmiisausianisuseyanadify saudenisulue
Yoyavesnguidmunedinanlumsunssoasisas WieliiAnaudoudedonndnualniiy
undefio fainiinduluisiifianiunmssinnudaudsluussing uonaind Ssllfognaimainnsg
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Feedback Direction

Intelligence

Di et
Issemination Cycle

Collection

Processing

.ﬂ'TWﬁ 2.1 LLUU"\T"]ﬁE]\T'J\ﬁ@U‘UI’YJﬂiaQ
¥94 Office of the Director of National Intelligence (2011) 91989lu Bohm, I. & Lolagar, S. (2021)
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N99ULUIAA NIST Cyber Security Framework

ms‘tJﬂﬂawu"ammimqa%’ﬂqﬁ%’ugmﬁﬂﬁ’ﬁgmamsaumﬂiumﬂﬁwmﬂ o9 1w
Jaoassandeanaumslaves sudufesedoausiuieduimnsontsdiuussmauaysening
Uszna i eatiuayunisufuinisnuanuiuasasasslsiuedaiunseuluiAnves National
Institute of Standards and Technology (NIST) @35 SsiindnUio 5 duneu Téun

il 1 nsszyenudssanseanay (dentify)

il 2 nsuntlesszuuandennaa (Protect)

fufl 3 nammedusoananu Detect)

i 4 nsnovaussmanIaifAnAY (Respond)

il 5 mﬁﬁuwum’mL?iamamﬂffﬂﬂﬂﬂ’m (Recover)



20
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FRAMEWORK
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(TB-CERT) wazguduszanunuinunanuiiunsasasensasuiianasdulnsauunau (TTC-CERT)
Hunguanusisiiovesanidunsiu uagdliuinmsinseannau Sadulssmeuiiidneamgatedu
nMsnAnTIBuTasiegnammslaues wagnsedgimgnislaudnislaues esandan
w¥oufusuuszanas malulad uazlassadrsnsuimsdanisesdnsifianadangunimineswns
ylfanunsoudsiiudoyadnians AdaunmuAnihsnuiclusasuenyszsauldagasaiiios Snvis
¥sumnudeiionnnduaietiesimasguazionu

3) N9l Y YIN1361599F UaIUEUAIUDIYYINTIUNIUmMALUlaE (U.dam.)
waznastiAun1sUIIUYTINNINsTAUNAAA safue sy InTIuNIamaTulad (un.Uan.)
funumivhunsteduldngrne Tnesjatunsfadnmanuiunsasadsleweiiidenlosiunis
foomanssumemaluladidundn dafu Sadlnrudernganenduiurnnseadiontsduaiy
AnmumnAnisaivesnguasannavmsleuesiilunazsinsszme

4) gudleuainmis neely¥In1snaeinlng uaz nasu1Insaamadauaz
waluladenansas d1iindnanses nsudnmmns Wumhesdisjadunisiafunsnwanusiung
Uaensslueiidoulesiuiiianuiunasiunmsnms uagmssnwnnuasuBsudeslulsemady
van Falmnudermapanznsludiurnnsesarmsiedurinnges selmnenguudninesi
Isunsatiuayuainiy swdnguiniedeulmmaleues (Hacktvist) Aldnnslandnisleiwesidu
.3 eadloduind sussidunauslovinenindemedean Tneidumirsnuiifianunioudu
n3ngnsInnnimeUsznauay q lunguniads

5) drindnanseswnisrnd lumhedmaiFouiiinsiansounqunisufuanag
Imnsosiarmsreduinnges lunndiafiAsdesiuautiunwesi Inguiunvesanmindon
suaaiunssziulaniiasunladlusgenngi dwalviveunvesnisialuilagiuveisaaniig
Aundmiwensdidesifu tedmyaaing sutszanm wasmalulad Jaduiiadelidossuuen
nsgvumevha Tasgatiunisysannisieliiamslinineinsegreiiussaninmdedu wasi
weluladfiviuaioinusgndld esnseiuamnmnissdnsenuinnses Iausoudaieumie
Uszmauluynaiadiuldegraviniuseaniunisal



22

M19199 2.1 unuvmiivesthenulssneundunumiluiwinnsesieanmumsleiues

MU2897U

YauLuan1snalagdeiy

AunauAnensITUNITANTTEIANTUA
Uneadeloluasuniend (@nuv.) / quduseau
ns¥nsmuunsUasasussuuneuiiames
Whawn@ (Thai CERT)

Amusulevieinwanusiunsasadslaues
dwiumiteauniaiguazniatenyud Ly
Tassasrsitugudfgmeansauma () Tuns
toartu 3uile waranmnudsaaindoanaiamig
lwued AlMiAnnansenudonuiuAIesly
wazANasuseUTeenelulssne

@Jusj‘ﬂﬁzmuqm%’mmmmﬁ"umﬂaamﬁ’amq
AN MBS (Sectorial CERT) dusunyieany
Cll lunagdiuig o 819 Auduszaiununiy
anusiunsUaonfomaluladansaunanianig
5U1A15 (TB-CERT) Uag AudUIzaIuaIusne
AuTuAsUaBAA BN1ABNTILADT AU
Insauuey (TTC-CERT)

dugudnanslunsssaunuuazuaniien
Yoyarmasiuanuiunasasadolowes lu
nguauniidumiasau i (1AnsITunns
5u1A13 waza1alnsANuAL L 0a$19AL
nsgviing sauiaUszanunuuagsuiiomnnisnl
foanarunisleiedf 01aiiad udeaunin
siveinsdu q Mieates

NOIUQYBINITAITIVAUEIUADUAIUD1TYINTTY
manalulad (uy.gen) haz nesdIAUNS
Uimﬂimmimzﬁwmmﬁm?fmﬁ’ua'mg'miiu
mawmalulad (un.den.)

duaiuasuaIuLazUITIUUTINOIFYINTIUN
walulad i fanududou demnudeiviy
puvthisunauazngmneinmualydmiu
2191nsTUMILvAlulad 819 Uszaiangmung
FBNNTUIAINDIYT NYUUIBIINIENIINTEN
anufaiiefunouRuned nqvngINfes
fnwanusiunsUaoadeluues wagngranedu
SufuanuianisegyieafuenseIngsums
welulafuazaruinduiifeaies

Audlowesnms nesdyrinisnesinlneg uaz
N99117IN509MNATAkaLIMALLLaEIINTES d11N
Y1INTDI NSUV1INAUT

YsuINsnIsiadaauaisnsasuleues
vosnasvinlng aduridona sulsunsal uas
spuUUIMsTamsuanuiunsUasaiong
lowuod saustsysannisnmsufiRmamslewes
dhumsufRmemanshuiasu q ludnwase
n1sufusnissaulaegaiiusednsnin

ANUNVIINTDILAIVIG (VY.

UHURNI91INTRMaEABRIUYIINTDY Vidtuuay
AeUsEma AU URNSYINT0LAEsiaR 1Y
U1INTBINNNNTEDEATT (SIGINT)




23
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